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[1] Ian J Goodfellow, et al. Explaining and Harnessing Adversarial Examples (arXiv’14).
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Seong J, et al. Adversarial Image Perturbation for Privacy Protection A Game Theory Perspective (ICCV’17)
LiuY, et al. Protecting Privacy in Shared Photos via Adversarial Examples Based Stealth (SCN’17)

Shawn S, et al. Fawkes: Protecting Privacy against Unauthorized Deep Learning Models (USENIX’20)
Richard S, et al. JPEG-resistant adversarial images (NIPS’17)
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Zhibo Wang, et al. Towards Compression-Resistant Privacy-preserving Photo Sharing on Social Networks. MobiHoc 2020. (CCF B)




| 2021 WEST LAKE
PN FES) - MEREAR

INE R MR EE G IENT RS L BLEUS 7 IURAIRER

- = o = =

—— oy,

________

IR

ElSRkF

— o e  mm mn E e R MEm M e REm M M e REm MEm M e REm MEm MEn e MEm MEm MEm e Mmm Mmm M e REm MEm Mmm e R MEm M e Rmm Mmm Mmm M Mmm Mmm M M Rmm Mmm M e Rmm Mmm M e Rmm M M e M M M e e e e e

B2 E4aE RV A R — T EIGIEERZ ® PRI

® TE IRERERIEET

AR EEHREMEE S R E R E45E ViR o HFHS), AN5STH

il

ST O AR EAGE LR o EIEHRIF



# EEHEESER

QiR T

=

I

SZFI E9EE

=t

=

original image
Label: red fox

Com-Re-Adv .'
Generation

ET

\ Atta

Compression |
Approximation

liv ii

ck Algorithn

d'ilaset

Lw

Dataset Query

csse

compressed
image

~ adversarial image
Target:banana

oo |
}° C
original
image
S
\_Social Network
=
D
L g
'J
i

T RS sE-AEre s E4E
ZZBNE U

AEIT AR B A I

=z

SPUEAN =

=R, F

’ Fies) - MESe ke

[ {

EMEIER, ERNMEETTE

RInE & - E48 B R &

=

&

@ Rin-ERSIRSISE: BJ LE/T
BERR I E G ST EIRAVETES

@ EFRERERL: 1)|Z521THHYComModel
REIZ S alie e R E R 48 E]

e @ IMEGEXIIEENRER: SUHIIER

banana

%, ERFEG RIS RIS




i FERRIEES R, ) 28 el e s

EAEIT{ARREY
Bin. FIREZIEREENER, KEIEEFEU, MBI EAERESZRIETIUN

e REFENSEIEMFE

L N WSS ERER, FHSESEREE
o = SR AENL

wERNR)EIR: BiENFE, HEEH

224%224*3

compressed

i i ’ o BRI SE

‘| '
<§>¢Ili I I ” FREETR: BHRREDEE, B

HEERERE : 1R ERAISGERER

reconstructed

min MAE(c.r) AT

convolution residual block skip connection deconvolution compression



LR ?)‘b’:T:ﬁi‘ﬁfb’E‘%ﬂEﬁE %ﬁiﬂiﬁﬁﬂ -MERS kS

BR: IEEXIEARYESE
IEEMFXINEFAR . IRSRE S HERAIZER
EEXTER: RSREEHIEERIER

ntES L BR mEENMESRACBR




# EEHEESER

otf| 2021 WEST LAKE
R TS - AR AR

BR: EEX T EE T

mFi%: ETFGSM[1], BIM[2], MIM[B]HYKEEE, XENEETNERIHLE
{n

1
ComReAdv_fgsm:

r = sign (VxL(C(ComModel(x; 8)), t)) )
x" = clip(x — € -1)
argmin |[r[],
r
s.t. C(ComModel(x";0) ) =t ComReAdv_bim:
T = sign |V, L(C(ComModel(xy;0)),t) ),
x'=x+re[01]" k+1 g (xk (c( 1 60)) ))

nEENS SR

X1 = Clip(xXp — & - Try1), X0 = X

ComReAdv_mim:
Thse1 = Sign (m -1 + V., L(C(ComModel (xy; 9)), t)) 3

X1 = clip(Xpe — @ * T41), X0 = %,70 = 0

[1] Ian J Goodfellow, et al. Explaining and harnessing adversarial examples (arXiv’14).
[2] Alexey Kurakin, et al. Adversarial examples in the physical world (arXiv’16).
[3] Yinpeng Dong, et al. Boosting adversarial attacks with momentum (CVPR’18).
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[1] Diederik P Kingma, et al. Adam: A method for stochastic optimization. (arXiv’2014).
[2] Ian J Goodfellow, et al. Explaining and harnessing adversarial examples(arXiv’14).
[3] Alexey Kurakin, et al. Adversarial examples in the physical world(arXiv’16).

[4] Yinpeng Dong, et al. Boosting adversarial attacks with momentum(CVPR’18).

[5] Richard Shin, et al. JPEG-resistant adversarial images(NIPS’17).
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